NHOOPMALNMOHHASA MAMATKA JJIA OBYYAIOLIIUXCA

C KaXabIM TOJIOM MOJIOJIC)KM B MHTEPHETE CTAaHOBUTHCS OOJBINE, a IIKOJBHUKU OJHH M3 CaMBIX
aKTHBHBIX TNOJIb30BaTesne PyHera. Mexay TeM, IMOMUMO OIpPOMHOTO KOJIMYECTBA BO3MOYKHOCTEH,
MHTEPHET HeceT U MpoOieMbl. DTa mamsTKa JOKHA ITOMOYb Tebe 0e30MacHO HaXOIUThCS B CETH.

KoMmnbroTepHble BUPYCHI

KoMmmbroTepHslli BHpYC - 3TO Ppa3sHOBUJHOCTb KOMIIBIOTEPHBIX IPOrpaMM, OTJIWYUTEIbHOU
0COOEHHOCTBIO KOTOPOM SIBJIIETCSI CHOCOOHOCTh K Pa3MHOXKEHUIO. B 10moIHeHne K 3TOMY, BUPYChI MOTYT
MOBPEINUTh WU MOJHOCTBIO YHUYTOXKHUTH BCe (ailjibl U JaHHBIE, MOJAKOHTPOJIbHBIE MOJb30BATENIO, OT
MMEHHU KOTOpOro Obljia 3aIyllleHa 3apakeHHas MpOorpaMMa, a TakKe MOBPEAUTh WU JaKe YHUUTOXKUTh
OTEPALIMOHHYIO CHUCTEMY CO BceMH (ailaMu B 1ejaoM. B OONBIIMHCTBE CIyyaeB paclpOCTPaHSIIOTCS
BHPYCHI Uepe3 UHTEPHET.

Metoabl 3a1IUTHI OT BPEJOHOCHBIX IPOrpamMM:

1. Mcrionb3yil COBpEMEHHBIE ONEPAlMOHHBIE CUCTEMBI, UMEIOINE CEPbE3HBIM YPOBEHb 3aLIUTHI OT
BPEIOHOCHBIX IIPOrpaMM;

2. IlocrosHHO ycTraHaBnuBail mautd (UUQPOBBIE 3aMJaTKH, KOTOpPbIE aBTOMATHYECKH
YCTAHABJIMBAIOTCS C LENbI0O JOpabOTKH MpOrpamMmbl) U JApyrue OOHOBIICHHS CBOEH OmeparoHHON
cuctembl. CkauuBail X TOJBKO C OQUIMAIBHOTO caiita pa3pabdorunka OC. Ecnu cymiecTByeT pexum
ABTOMATHUYECKOT0 OOHOBIICHHSI, BKIIIOUH €T0;

3. Pabotail Ha cBOeM KOMIIbIOTEpE MOJI MpaBaMU IOJIb30BATENS, @ HE aJMUHHUCTpaTopa. JTO HE
MO3BOJMUT OOJIBIIMHCTBY BPEJOHOCHBIX MPOrpaMM HHCTAJUIMPOBAThCS HA TBOEM IEPCOHAIBHOM
KOMIIBIOTEPE;

4. Hcrnonb3yli aHTHUBUPYCHBIE IPOIPaMMHBIE IPOIYKTBl HW3BECTHBIX IPOU3BOJUTENEH, C
aBTOMAaTHYECKUM OOHOBIIEHHEM 0a3;

5. Orpannub (HU3NYECKUNA JOCTYI K KOMIIBIOTEPY JUIS TOCTOPOHHUX JIMIL;

6. Mcnonp3yii BHEIIHWE HOCUTENN UH(OpMaLMY, Takue Kak ¢Iielika, TUCK Win (aill U3 uHTepHeTa,
TOJIBKO U3 IIPOBEPEHHBIX HCTOYHUKOB;

7. He oTkppiBail KOMIbIOTEpHbIE (aiyibl, MOJyYeHHbIE W3 HEHAJIEXKHBIX HCTOYHMKOB. Jlaxke Te
(aiinbl, KOTOpBIe PUCIIAT TBOM 3HAKOMBIN. JIyullle yTOUHHM y HEro, OTHPABJISII JIU OH TeOe UX.

Cerun WI-FI

Wi-Fi - 370 He BHUJ nepeaayy JaHHBIX, HE TEXHOJOTHs, a BCEro Juub OpeHa, mapka. Eme B 1991
roJy HHUAepiaHicKas kommnaHus 3apeructpuponasa Opern "WECA", yto 0603Ha4ano clioBOCOYETaHUE
"Wireless Fidelity", koTopslii mepeBoauTCs Kak "OGecrpoBoiHAs TOYHOCTH".

Jlo Hamiero BpeMeHH Joluia Apyras abOpeBuaTypa, KoTopas SBJISETCS TaKOM ke TeXHOJIOTHen. ITo
ab6pesuatypa "Wi-Fi". Takoe Ha3BaHue ObUIO 1aHO C HAMEKOM Ha CTaHJAapT BhICUICH 3BYKOBOM TEXHUKH
Hi-Fi, uto B nepeBo/ie 03Ha4aeT "BbICOKAs TOYHOCTH".

Ha, OecrmyaTHBII MHTEPHET-IOCTYH B Kade, OTeNsX U a’pornoprax sBIAETCS OTIMYHOU
BO3MOXXHOCTBIO BbIX0/1a B MUHTepHET. Ho MHOTHE 3KCIepThl CUUTAIOT, YTO oOuienocTynubie Wi-Fi cetu He
SBIISIIOTCS 0€301aCHBIMHU.

CogeTbl 10 He301aCHOCTH PadoOTHI B 0011e10CTYNHBIX ceTsaXx Wi-fi:

1. He nepenaBaii cBoro nuuHyto nHpopmanuio yepes odmenoctynasie Wi-Fi cetu. PaboTast B HuX,
’KeJlaTeIbHO He BBOJUTH MAapOJIK AOCTYTIA, JJIOTHMHBI U KaKue-TO HOMEepa;

2. Vcnionb3yit u 0OHOBIISII aHTUBUPYCHBIE IPOrpaMMBbl U OpaHaMayep. TeM caMbIM Thl 00€30I1aCHIIb
ce0st OT 3aKayKy BUpYyca Ha TBOE YCTPOUCTBO;

3. Ilpu ucnonb3oBanun Wi-Fi otkmoun ¢ynkuumio "OOmuit noctyn k Qaiimam v mpuHTtepam'.
Jannast ¢GyHKIMS 3aKpbiTa 10 yYMOJYaHHIO, OJHAKO HEKOTOpbIE TMOJb30BaTEeNId aKTUBHPYIOT €€ s
y1o0cTBa MCIIONB30BaHMs B paboTe Wiu yueoe;

4. He ucnonp3yit myOommunbiii WI-FI st mepegaun MUYHBIX JaHHBIX, HaOpUMEp Ui BBIXOJa B
COLIMAJIbHBIE CETH WJIU B DJIEKTPOHHYIO MOYTY;

5. Ucnonw3yii Toipko 3ammuiieHHoe coeaunHenue yepe3 HTTPS, a ue HTTP, 1.e. mpu nHaGope BeO-
aapeca BBoau umeHHo "https://";



6. B MoOunbHOM Tenedone otkmoun ¢yHkimio "Ilonkmrouenune xk Wi-Fi aBromatnuecku". He
JIOTTyCKail aBTOMAaTUYECKOT0 MOAKII0UeHUs ycTpoiicTBa k ceTsiM Wi-Fi 6e3 TBoero cornacusi.

ConuanbHble ceTn

ConpanbHble CeTH AaKTHUBHO BXOJAST B HaIly >KU3Hb, MHOTHE JIIOJIUM pPabOTalOT M JKUBYT Tam
NOCTOSIHHO, a B Facebook yike 3apeructpupoBaH MUIUIMAP] YEJIOBEK, YTO SBISETCA OJHOM ceabMON BCex
KUTeNed IulaHeTbl. MHOrMe MOJb30BaTeNd HE MOHUMAIOT, YTO HMH(OpManus, pa3MelleHHas HWMHU B
COLIMAJIBHBIX CETSAX, MOXKET OBITh HalJIeHa M UCIIOJIb30BaHa KEM YTOJHO, B TOM YHCIIE HE 00s3aTeIbHO ¢
OJaruMu HaMEpEeHUSIMH.

OcHoBHbBIE cOBEThI 10 0€30IACHOCTH B COLMATBHBIX CETAX:

1. Orpanuyb CrUCOK Apy3ei. Y TeOs B Ipy3bsX HE TOJKHO ObITh CIy4YailHBIX U HE3HAKOMBIX JIOJEH;

2. 3ammmiail cBOl YacTHYIO >kM3Hb. He ykaspiBail maposin, TenedoHsl, aapeca, aTy TBOETO
POXKICHHUS W JIPYTyl0 JHMYHYI0 HHQOpMaIHio. 3JIOYMBIIJIEHHUKA MOTYT MCIOJb30BaTh Jake
UH(POPMALIUIO O TOM, KaK Thl U TBOM POJMTENH IUIAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3ammiman CBOI PEmyTaluIo - JIEPKHU €€ B YUCTOTE U 3a7aBail cebe BOMPOC: XOTEN OBl ThI, UTOOBI
JpyTue TMOJb30BaTeIN BUAEIH, YTO ThI 3arpyxxaemb? Ilogymail, mpexjae deM 4YTo-TO OMyOIMKOBATh,
HaIucaTh U 3arpy3UTh;

4. Ecnu Tl TOBOPUILIB C JIFOJBMH, KOTOPBIX HE 3HACIlIb, HE UCIIOJIb3YH CBOE PEAIBHOE UMS U JPYTYIO
JUYHYI0 HHGOPMAIIUHU: UMsI, MECTO JKUTEJIbCTBA, MECTO yueObl U Mpoyee;

5. U30Geraii pa3memienus gotorpaduii B IHTEepHETE, T1I€ THI M300paXKeH HAa MECTHOCTH, 10 KOTOPOH
MO3KHO OIPEJIEIUTh TBOE MECTOIOIOKEHHE;

6. I[Ipu perucTpanuu B COLMAIBHON CETH HEOOXOIMMO HUCIOIB30BATH CIOXKHBIE MAPOJIH, COCTOSIINE
u3 OyKB ¥ IU(]p U C KOJTUYECTBOM 3HAKOB HE MEHeEe §;

7. Ans couuanbHOM ceTH, MOYTHl M JPYTMX CalTOB HEOOXOIMMO HCIHOJIb30BATh pa3HbIe MapoJiu.
Toraa ecnu Te0s B3710MaIOT, TO 3JI0YMBIIIJIEHHUKHU MOJTy4YaT AOCTYI TOJBKO K OJTHOMY MECTY, a HE BO BCE
cpasy.

DJIEKTPOHHBIE ICHBIU

DJEeKTPOHHBIE JICHBI'H - 3TO OYEHb YAOOHBIM cIOCcO0 IiaTexei, 0JHaKO CYIIECTBYIOT MOIICHHUKH,
KOTOPBIE XOTAT MOJIYYUTh 3TU JACHBIU.

DONEKTPOHHBIE AEHBIU MOSBUINCH COBCEM HEJABHO U MMEHHO M3-3a 3TOT0 BO MHOI'MX T'OCYJapCTBax
JI0 CHX TIOp HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun xe oHM (YHKIMOHMPYIOT MU O HUX YK€ NPONUCAHO B 3aKOHE, IJIe€ MX DPAa3JAeisIOT Ha
HECKOJIBKO BUJIOB - aHOHUMHBIE U HE aHOHHMMHbIE. Pa3HuIla B TOM, 4YTO aHOHHUMHBIE - 3TO T€, B KOTOPBIX
paspemraercsi TNPOBOAMTH omepanuud 0e3 HISHTHU(UKALUMK TOJb30BaTeNsd, a B HEAHOHMMHBIX
uAeHTU(UKAIMS TT0IH30BATENS ABISETCS 0053aTEIbHOM.

Taxoke cienyer pa3nuyarh 3JCKTPOHHBIE (pUaTHBIC JEHBIH (paBHBI FOCYIAPCTBEHHBIM BalIOTaM) U
AIIEKTPOHHBIE HEPHUATHBIE IEHBI'M (HE PaBHbBI TOCYJaPCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI IO O€30MaCHOM paboTe ¢ MEKTPOHHBIMU JCHbIraMHU:

1. IlpuBsiku K cueTy MOOUIIBbHBIN TenedoH. ITO caMblil yA00HBIN U OBICTPBIN CIOCOO BOCCTAaHOBUTH
noctyn K cdery. [lpuBsi3aHHbI TenepoH MOMOXKET, ecnu 3a0yJellb CBOW IUIATEXHBIM Mapoib WM
3aiifIenIb Ha CalT C HE3HAKOMOI'O YCTPOMCTBA;

2. Ucnonw3yil ogHopas3oBble naponu. [locie mepexona Ha yCHIIGHHYIO aBTOPU3ALUIO TeOe yKe He
OyZeT yrpokaTh OMACHOCTb KpaXXH UJIU MepexBaTa IaTe:KHOro MapoJis;

3. Buibepu cnoxsbiii mapons. IlpectynmHukam OyaeT He NpPOCTO yrajaTh CIOXKHBIA IapoJib.
HaznexxHple maponu - 3T0 mapoiu, KOTOpble CojiepKaT He MeHee 8 3HAKOB M BKIIIOYAIOT B ce0sl CTPOUHBIE
U TpONMCHBIE OYKBBI, IU(PpPHl M HECKOJBKO CHUMBOJOB, TakuMe Kak 3HaK Joijapa, (QyHTa,
BOCKJIMIIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;

4. He BBOAM CBOM JINYHBIE JAHHBIE HA CaliTaX, KOTOPBIM HE JOBEPSEILb.

DIIEKTpOHHAs MMOYTa

DNEKTPOHHAs [0YTa - ATO TEXHOJIOTHS U NPEIOCTABIISEMBIE €10 YCIYTHU 0 NEPECHUIKE U MOTYUYEHUIO
AJIIEKTPOHHBIX COOOIICHHUH, KOTOPBIE PACTIPEICSIOTCS B KOMIBIOTEPHOU ceTr. OOBIYHO DJIEKTPOHHBIN
MOYTOBBIA SALIMK BBINIAIUT CIEIYIOIUM O0pa3oM: MM I0JIb30BaTeNsA(@UMS_JIOMeHa. Takxe Kpome
nepeiauy MPoCTOro TEKCTa, UMEETCs] BO3MOXKHOCTD NepeaBaTh (ailibl.



OcHOBHBIE COBETHI 10 0e30NMacHOi padoTe ¢ 3JIeKTPOHHON MOYTOI:

1. Hano BBIOpaTh MpaBUIIbHBIN MOYTOBBINA cepBUC. B MHTEpHETE €cTh OrpOMHBIN BBIOOP OECIUIaTHBIX
MOYTOBBIX CEPBUCOB, OHAKO JyYIIe JOBEPSATH TEM, KOI'O 3HAelIb M KTO NIEPBbIN B PEUTHHTE;

2. He yxka3pBaii B JMYHON mouTe JUYHyr0 uHpopmanuioo. Hampumep, mnyuiie BbIOpaTh
"My3bIKanbHbIN_(panat@" wim "pok2013" Bmecto "Temal3";

3. HWcnonp3yil OBYXdTalmHYI0 aBTOPU3ALMI0. JTO KOIZAa MOMHUMO Mapojsi HYXXHO BBOAWUTH KO,
MIpUCHUTaeMbIN 10 SMSS;

4. BpiOepu CIOXHBIN Mapoib. JJis KaXXA0ro MOYTOBOTO SIIMKA JTOJKEH OBITh CBOW HAJCKHBIM,
YCTOMYMBBIN K B3JIOMY I1apOJIb;

5. Ecnn ecTh BO3MOXHOCTh HAalIMCAaTh CaMOMY CBOM JIMYHBIN BOIPOC, UCIOJIB3YH 3Ty BO3MOYKHOCTb;

6. Mcnons3yll HECKOJIBKO IMOYTOBBIX SIIMKOB. [IepBBbI 111 4acTHOM MEPENMCKU C aJgpecaTaMi,
KOTOPBIM ThI IOBEpsieIb. DTO SJEKTPOHHBIHN aJpec He HaJI0 MCIIOIb30BaTh MIPHU PETUCTPAIMK Ha popymax
U caiTax;

7. He otkpbIBail ¢ailsiel 1 Apyrue BIOKEHUS B MUCbMax, 1a)Ke €CII OHU MPHUIUIA OT TBOMX Jpy3eil.
Jlyurie yTOYHM y HUX, OTIIPABIISIIN JIK OHU TeOe 3TH (ailiibl;

8. ITocne okoHYaHUS pabOTHI HAa MOYTOBOM CEPBHCE MEPE]] 3aKPHITUEM BKJIAJIKU ¢ CAHTOM He 3a0y/b
Ha)kaTh Ha "Beiitu".

KubepOynnuHr mim BUPTyaIbHOE U3/1€BaTEILCTBO

KubepOynnuHr - mpecieqoBaHue COOOIIEHUSMH, COJEPKAIUMH OCKOPOJICHHS, arpeccHro,
3aIyTUBaHKe; XyJIMTaHCTBO; COIIMAIbHOE OOMKOTUPOBAHHE C IIOMOUIBIO Pa3IMYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 110 00pbOe ¢ KHOepOyIJIMHIOM:

1. He Opocaiicst B 60#. Jlyummuii crioco0: TOCOBETOBAThCA KaK ce0sl BECTH M, €CIIM HET TOro, K KOMY
MOKHO OOpaTHTbCS, TO BHaudaje YyCHOKOUThCSA. Ecim Tl HayHemb OTBEYaTh OCKOPOJICHUSAMM Ha
OCKOpPOJIEHUS], TO TOJBKO elle 0OJIbIle pa30kKellb KOHDIIHUKT;

2. Ynopasnsit cBoel kubeppernyTaimei;

3. AHOHMMHOCTh B ceTd MHUMas. CyIecTBYIOT CIOCOOBI BBIACHUTb, KTO CTOMT 3a QHOHUMHBIM
AKKayHTOM;

4. He cTouT BecTH XyJMraHCKMH o0Opa3 BUpPTyalbHON XHM3HM. VHTepHEeT (uUKCcHpyeT BcCe TBOHU
JNEHCTBUS U COXpaHSeT UX. Y JaIuTh ux OyJIeT KpailHe 3aTpyIHUTENbHO;

5. CoGumros1ait cBOIO BUPTYAJIbHYIO YECTh CMOJIOJY;

6. UrHopupyil enunuuHblii HeraTuB. OIHOpPa30BbIE OCKOPOWUTEIbHBIE COOOIIEHUS JIydlle
UrHopupoBaTh. OOBIUHO arpeccus mpeKpalaeTcs Ha Ha4yaabHOU CTaIuH;

7. ban arpeccopa. B mporpaMmmax oOMeHa MrHOBEHHBIMHU COOOIICHHUSIMHU, B COITMATIBHBIX CETAX €CTh
BO3MOXHOCTH OJIOKUPOBKH OTIIPABKH COOOIICHHI C ONpe/IeICHHBIX aIPECOB;

8. Ecmm Th1 cBuuetenp KubepOysuivHra. TBOM JEHCTBUS: BBICTYNHTH HPOTUB IMpecieroBaTels,
II0Ka3aTb €My, 4YTO €ro JAEWCTBHUS OLIEHUBAIOTCA HETATUBHO, MNOJJEpPXkaTbh XXEPTBY, KOTOPOHW Hy)KHa
MICUXOJIOTHYECcKask MOMOIIb, COOOIIUTH B3POCIBIM O (haKTe arpecCUBHOTO MOBEJCHHS B CETH.

MoOunbHbIN TenedoH

CoBpemeHHbIe cMapT(OHBI U MIIAHIIETHI COJIEPKaT B ce0e BIIOJIHE B3POCibli (DyHKIMOHAT, U TEHeph
OHM MOTYT KOHKYpHUPOBAaTb CO CTallMOHAPHBIMM KoMmmbloTepamMu. OJHAKO, CpPEACTB 3alMTHI s
MOJIOOHBIX YCTPOMCTB MOKa OYeHb MaJio. TecTupoBaHUE U MOKUCK YSI3BUMOCTEH B HUX MPOUCXOJUT HE TaK
MHTEHCUBHO, Kak ais [IK, To xe camoe kacaeTcss 1 MOOMIIBHBIX PUIIOKEHUH.

CoBpemeHHbIE MOOWIIbHBIE Opay3epbl YK€ MPaKTHYEeCKH TOTHAIM HACTOJbHBIE AHAJIOTH, OJIHAKO
pacupenue (yHKIIMOHAaa BIICUET 3a CO00i OOMBIIYIO CIOKHOCTh U MEHBIIYIO 3aLIUIIEHHOCTb.

Jlaneko He Bce MPOM3BOAMTENH BBITYCKAIOT OOHOBJICHMS, 3aKPHIBAIOIUE KPUTUUECKUE YSI3BUMOCTH
JUISl CBOUX YCTPOMCTB.

OcCHOBHBIE COBETHI JyIsl 0€30MMaCHOCTH MOOMIIBHOTO TeledoHa:

Huuero He siBnsercs mo-HacrosimeMy OecruiaTHbIM. Byib ocTopokeH, Besib Koraa Tede mpeyiaraior
OecraTHBIN KOHTEHT, B HEM MOT'YT OBbITh CKPBITBI KaKHe-TO IJIaTHbIE YCIYTH;

Hymaii, npexnae yem ornpaButh SMS, doro mnm Buaeo. Tel TOUHO 3Haellb, I7ie OHU OyIyT B
KOHEYHOM HTOre?



Heo6x0a1Mo 0OHOBIISATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapT(OHa;

Hcnonp3yit aHTUBHPYCHBIE POTPaMMBbl JJ11 MOOUIIBHBIX Te€JIE(OHOB;

He 3arpyxail npui1o>)keHus OT HEU3BECTHOI'O UCTOYHHKA, BEAb OHU MOTYT COJEP’KATh BPEIOHOCHOE
porpaMMHOE 0OecIieyeHHE;

[locne Toro xak Thl BBIAEHIL C calfTa, IJ€ BBOJMI JIMYHYIO HH(pOpPMAIMIO, 3aiI B HACTPOUKHU
Opay3zepa u ynanu cookies;

[leproanuecku npoBepsiii, KaKUe IUIATHBIE YCIYT'H aKTUBUPOBAaHbI HA TBOEM HOMEDE;

JlaBaii cBoif HOMep MOOMIIBHOTO TesiehoHa TOIBKO JIFOSM, KOTOPBIX Thl 3HACIb U KOMY JOBEpSEIlb;

Bluetooth nomxen ObITH BBIKIIIOUEH, KOTJIa Thl UM HE TOJb3yelibes. He 3a0biBail MHOTIA MIPOBEPATH
3TO.

Online urpsi

CoBpeMeHHbIE OHJIAMH-UTPBI - 3TO KpPAacOYHBbIE, 3aXBaThIBAIOLIUE pa3BIICUCHMsI, OOBEAMHSIONINE
COTHH THICSY YEJIOBEK 10 BceMy MUpPY. VIrpOoKHM UCCIeayIOT JaHHBIA UM MHUP, OOIIAIOTCS APYT C IPYyTroMm,
BBITMOJHSIOT 3aJaHusl, CPakaroTCsl C MOHCTPAMU U MOJIy4alOT ONBIT. 3a YAOBOJIBCTBHE OHH IUIATHAT:
MOKYHAIOT JUCK, OTNIAYMBAIOT aODOHEMEHT MJIM MIPHOOPETAIOT KaKUe-TO OIIUH.

Bce stu cpenctBa mayT Ha MoAnep)KaHWE W PAa3BUTHE WIPHI, a TaKKe Ha caMy Oe30IacHOCTH:
COBEpILEHCTBYIOTCSI CHUCTEMbl aBTOPM3AllMHU, BBIMYCKAIOTCS HOBble NaTydl (LM(pOBBIE 3aIUIaTKU JUIS
IIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B momoOHBIX urpax CTOUT ornacaTbcs HE CTOJBKO CBOMX CONEPHHUKOB, CKOJIBKO KPaKd TBOETO
naposisi, Ha KOTOPOM OCHOBaHA CUCTEMa aBTOPU3ALMK OOJBIIMHCTBA UTP.

OcCHOBHBIE COBETHI IO O€30MACHOCTH TBOET'O UTPOBOT0 aKKayHTa:

1. Ecnu npyroit urpok Beaer ceOs IUIOXO WM co3faeT TeOe HENpUSTHOCTH, 3a0JOKHpYH ero B
CIIMCKE UTPOKOB;

2. lloxanylics aAMHUHUCTpPATOpaM MIPbl Ha IUIOXO€ IIOBEJEHUE 3TOI0 HUIPOKA, IKEJIATEIbHO
IIPUJIOKUTH KaKHE-TO OKA3aTeNbCTBA B BUJIE CKPHUHOB;

3. He yka3biBail tuuHyto nHpopMaluio B mpodaiine urpsl;

4. YBaxkall Ipyrux y4acTHUKOB II0 UIPE;

5. He ycranaBnuBail HeopuIalIbHbIe TATYH U MOJIBI;

6. cnionp3yil cl0KHBIE U pa3HbIE NTAPOJIH;

7. Jlakxe BO BpeMsl UTPbl HE CTOMUT OTKJIIOYaTh aHTUBUpPYC. [loka Tl Hrpaemb, TBOM KOMIBIOTED
MOTYT 3apa3HTh.

OUIIMHT WU Kpajka JIMYHBIX JaHHBIX

OObIuHOM KpaXkel JeHer M JIOKyMEHTOB CEroJHS YK€ HUKOTO He YIUBHILIL, HO C pPa3BUTUEM
WHTEPHET-TEXHOJOTUN 3J0YMBIIUICHHUKH MEPEMECTUIINCh B HMHTEPHET, U MPOJOJIKAIOT 3aHUMAThCS
"1I00UMBIM" JIETTOM.

Tak mosiBUiach HOBasl yrposa: MHTEPHET-MOIIEHHHWYECTBa WM (UILUHT, IJaBHas LENb KOTOPOIro
COCTOUT B TOJYYCHUH KOH(PHUICHIMANIBbHBIX JAaHHBIX TIOJb30BaTeNie - JIOTMHOB M maposiei. Ha
aHTIuiCcKoM si3bike phishing untaercs kak pumuHr (ot fishing - pei6Has noBis, password - maposb).

OcHOBHBIE COBETHI IO 60pHOE ¢ PUIIUHTOM:

1. Cnenu 3a cBomM akkayHTOM. Ecnu ThI Tomo3peBaemib, 4TO TBOS aHKETa Obla B3JOMaHa, TO
HE00X0IMMO 3a0JIOKUPOBATh €€ U COOOIIUTh aIMUHUCTPATOPaM pecypca 00 ITOM KaKk MOXKHO CKOpee;

2. Ucnonw3yit 6e3omacHbIe BEO-CalThI, B TOM YKCJIE, HHTEPHET-Mara3uHOB U MMOMCKOBBIX CHCTEM;

3. Ucnonw3yit cnoxHble W pa3Hble naponu. Takum oOpa3oM, ecinu TeOs B3JIOMAIOT, TO
37I0YMBIIUIEHHUKH MOIyYaT JOCTYH TOJIBKO K OJHOMY TBOEMY NMPOQUIIIO B CETH, a HE KO BCEM;

4. Eciin Te0s1 B3IOMaJIH, TO HEOOXOAUMO MPEAYNPEAUTH BCEX CBOMX 3HAKOMBIX, KOTOpPbIE 100aBJIECHBI
y Te0s B IpYy3bsAX, O TOM, YTO T€Os B3JIOMAJIU U, BO3MOKHO, OT TBOETO UMEHU Oy/IeT pacchulaThCs CliaM U
CCBUIKH Ha (PUIIUHTOBBIC CANUTHI;

5. YcranoBu HazaexHbli napoib (PIN) Ha MoOUIbHBIN TenedoH;

6. OTKIII0YM COXpaHeHHe nmapoiisi B Opaysepe;

7. He oTkpeIiBaii ¢haiiasl U Ipyryue BIOKEHUS B MUChMAX, JAXe €CIIW OHU MPHIILIN OT TBOMX JIPYy3eH.
Jlydiie yTOYHM y HUX, OTIPABIISUIN JIU OHU TeOe 3TH (pailibl.

[udposas penyramws



Hudposas penyrtamust - 3TO HeraTHMBHas WIM MO3UTHBHAs HWHpOpManus B ceTH O Tebe.
Komnpomerupyromias nHpopmanus, pa3MelieHHas B UHTEPHETE, MOXKET CEepbe3HbIM 00pa3oM OTpa3uThCs
Ha TBoed peanbHON ku3HHU. "LludpoBas penyrauus” - 3T0 TBOW MMUIK, KOTOPBIH (opMmMupyercs u3
nHpopMaluu o Tebe B UHTEPHETE.

TBoe MecTO KHUTENbCTBA, y4eObl, TBOE ()MHAHCOBOE IIOJOXKEHHE, OCOOCHHOCTH XapakTepa |
pacckasbl 0 OJIM3KHUX - BCE 3TO HAKAIJIMBAETCS B CETH.

MHorue noApOCTKU JIETKOMBICJICHHO OTHOCATCS K IMyOJIMKaluu JTUYHON uH(popMmaru B HTepHeTe,
HE TIOHMMas BO3MOXHBIX MociencTBUi. Thl Jaxke HE CMOXKELIb J0rafarhCs O TOM, uTo ¢oTorpadus,
pasMelleHHas S JeT Ha3aj, cTaja MPUYUHON O0TKa3a MPUHATH TeOs Ha paboTy.

KommenTapuu, pazmenienue tBoux ¢otorpaduil U Apyrue OeHCTBUS MOTYT HE HCYE3HYTh Jaxe
MOCJI€ TOTO, KaK Thl UX YAadullb. Thl HE 3Haellb, KTO COXpPAaHWI 3Ty MHPOPMALMIO, MOMajia JId OHa B
MOMCKOBBIE CHCTEMbI U COXPAaHUJIACh JIU OHA, a TJAaBHOE: YTO MOAYMAlOT O TeOe OKpY’Karollue JIOJH,
KOTOpbIE HAWAYT M YBUAAT 3T0. HaiiTn MHpOpMaLMio MHOTO JIET CITYCTSI CMOXKET JII000H - Kak U3 T00pbhIX
noOy>KJIeHUH, TaK U C HAMEPEHUEM MPUIUHUTD BPEA. ITO MOXKET OBITh KTO YTOJIHO.

OcHOBHBIE COBETHI IO 3aIIUTEe U(PPOBOI pemyTalmu:

1. IMomgymaii, ipexae 4eM YTO-TO MyOJIMKOBATH M IepefaBaTh y ceds B OJ0Te WM B COIMATBHOU
CeTH;

2. B Hactpoiikax mnpoduias yCTaHOBH OrpaHUYEHHUS Ha NPOCMOTP TBOEro MNpoduias U ero
COJIEP’)KUMOT 0, CIIENal €ro TOJIbKO "uIst Ipy3en";

3. He pasmemait u He yka3bpiBail HHPOPMAIHMIO, KOTOpas MOXKET KOTO-JIMOO OCKOPOISATh WIH
00OMXaTh.

ABTOpCKOE ITpaBo

CoBpeMeHHbIE IIKOJIBHUKH - aKTUBHBIE MOJIb30BaTEIH LHU(POBOro npocTpaHcTBa. OAHAKO AaJeKO He
BCE 3HAIOT, YTO IOJIb30BAHNE MHOTHMHU BO3MOKHOCTSIMU IIU(GPOBOro Mupa TpedyeT cOoOII0IeHNs NpaB Ha
MHTEJUICKTYaJIbHYIO0 COOCTBEHHOCTb.

TepMuH "uHTeNIeKTyaabHasi COOCTBEHHOCTH'" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSM UYEJIOBEUECKOTO
yMa, HauMHasi ¢ HOBBIX M300pETEHHI U 3HAKOB, 0003HAYAIOIINX COOCTBEHHOCTh Ha MPOIYKTHI U YCIYTH, U
3aKaH4MBas KHUraMu, pororpapusmMu, KHHOGUIbMaMHU U My3bIKaIbHBIMU TPOU3BEICHUSIMU.

ABTOpCKHE TpaBa - 3TO IpaBa Ha HMHTEIJICKTYaJIbHYI0 COOCTBEHHOCTh HAa MPOM3BENIEHUS HAYKH,
JUTEPATYyppl W HUCKYCCTBA. ABTOPCKHME IIpaBa BBICTYNIAIOT B KadyeCTBE TapaHTUM TOro, 4YTO
MHTEJUICKTYaJIbHBINH/TBOPUECKUH TpyA aBTOpa He OyAeT HampacHbIM, JacT €My CIIpaBeIMBbIC
BO3MOXKHOCTH 3apaboTaTh Ha pe3yJibTaTaX CBOEro TPyJla, MOJYyYUTh U3BECTHOCTh U Mpu3HaHue. Hukro
0e3 paspelieHus] aBTopa He MOXET BOCIPOU3BOJAUTH €ro IMPOU3BEJCHUE, PACIPOCTPAHATH, IMyOIUYHO
JEMOHCTPUpPOBaTh, IMpoJaBaTh, HMIIOPTUPOBATh, IyCKaTb B MPOKAT, MyOJUYHO HCIIOJIHATD,
MOKa3bIBAaTh/UCTIONHATH B 3(Upe WK pa3Meliats B IHTepHeTe.

Hcnonp3oBanue "MUpaTcKOro’ mporpaMMHOTO 00ECTICYCHHUST MOXKET MMPUBECTH K MHOTHUM PUCKaM: OT
NOTEPU JTAaHHBIX K TBOMM aKKayHTaM 0 OJIOKUPOBKU TBOETO YCTPOICTBA, I/ie YCTAHOBIJIEHA HellerajabHas
nporpamMma. He crtout Taxke 3a0bIBaTh, YTO CYLIECTBYIOT JIETalbHbIE U OecIIaTHbIE MPOTPaMMBL,
KOTOpbIE MOKHO HAalTU B CETH.

O mnopraie CereBHUOK.p) - TBOM TJABHBIH COBETYMK B CETU. 3JE€Ch Thl MOXEIIb Y3HaTh O
0€30IacHOCTH B CETH MOHATHBIM M JOCTYIHBIM SI3BIKOM, a NMPH BO3HUKHOBEHUH KPUTHUECKOW CUTyalluu
oOpaTuTbcs 3a COBETOM. A TakKe NPHUHATH ydyacTHE B KOHKypcaXx W CTaTh caMbiM LU(POBBIM
rpakJJaHUHOM !



